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We offer a game-theoretic study of consensus in a committee-based blockchain. Proposers send blocks to

other nodes, who can check block validity and vote for blocks. Blocks with a majority of votes are accepted.

Opportunistic players, who maximize expected rewards, interact with adversaries, who seek to disrupt con-

sensus and propose invalid blocks. Free riding implies the prescribed protocol is not an equilibrium and there

exist equilibria without consensus, even when adversaries are few. There also exists an equilibrium achiev-

ing consensus, in which valid blocks are committed. We propose a modification of the prescribed protocol

implementing this equilibrium.
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1. Introduction

Distributed ledgers share information within a network of participants. Blockchains are distributed

ledgers recording information in an evolving list of ordered blocks, each consisting of one or more

transactions. This technology could be very useful in many areas, such as, e.g., cadastres, trace-

ability or payments.

For the blockchain technology to fulfill its promise, however, consensus on the distributed ledger

must be reached. This can be difficult, especially in public blockchains, where there is no central

authority and a large number of anonymous participants. A major challenge, therefore, is to design

a blockchain protocol achieving consensus.

* Thanks for insightful comments to participants at The Economics of Distributed Ledger Technology Conference at

Cambridge University, The Crypto and Blockchain Economic Research Forum webinar, The Central Bank Research

Association conference, The Carnegie Mellon University Distinguished Blockchain Seminar, The International Con-

ference on Autonomous Agents and Multi-agents Systems, and also to Denis Gromb, Cyril Monnet, Tristan Tomala,

and Luigi Zingales.
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Protocols are sequences of instructions which the participants are to follow. The protocols are

designed so that, if participants follow them, consensus is achieved. There is a risk, however, that

participants would not follow the protocol. First, to the extent that participants intervene via

machines, or processes, there is the risk that the latter could break down. Second, the partic-

ipants behind the machines have their own agenda. Computer scientists have thus underscored

the possibility that participants could be “Byzantines” or “adversaries”, aiming at disrupting the

blockchain. This could reflect geostrategic motivations, e.g., one country trying to disrupt payment

systems in another country. Adversaries could also have economic motivations. For example, the

sponsors of one blockchain could try to disrupt a competing blockchain. Even if participants are

not adversaries and are not interested in disrupting the blockchain, they might choose to deviate

from the prescribed protocol if it is profitable for them to do so. Thus, in addition to adversaries,

we consider self interested participants maximizing their expected net profits, whom we refer to as

“opportunistic”.

Consensus is achieved when the outcome of the interaction between the participants satisfies the

three following properties: Termination: every non-adversary participant commits on a value B

(i.e., decides which block to append to the chain); Agreement: if there is a non-adversary participant

that commits a value B, then all the non-adversary participants commit B; Validity: a committed

value by any non-adversary participant is valid, it satisfies an application-defined predicate locally

verifiable by any participant.

Different protocols are employed in various blockchains. In the proof-of-work protocol (see

Nakamoto (2008)), participants are miners, and one randomly drawn miner gets to append a new

block to the chain. The major problem with proof-of-work is that mining consumes a lot of energy

(see Stoll et al. (2019), de Vries (2020)). Committee-based protocols, in which several partici-

pants exchange messages on blocks, e.g., Algorand, Casper FFG the potential next protocol for

Ethereum, Dfinity, DiemBFT for the Facebook’s cryptocurrency project, HoneyBadger, HotStuff,

Tenderbake or Tendermint,1 consume much less energy and are therefore more sustainable (see

Decker et al. (2016), Eyal et al. (2016), Kokoris-Kogias et al. (2016), Miller et al. (2016), Gilad et al.

(2017), Amoussou-Guenou et al. (2018), Hanke et al. (2018), Yin et al. (2019), Baudet et al. (2020),

Buterin et al. (2020), Aştefanoaei et al. (2021)). Another potential advantage of committee-based

blockchains is that, instead of being made by a single participant, the decision to commit a new

block results from the interaction between several participants. This could reduce the exposure of

the blockchain to the risk of being disrupted by a single adversary. But can we expect committee-

based blockchains to achieve consensus when participants can be opportunistic or adversaries? This

is the issue we examine in the present paper.

1 On which the Cosmos blockchain is based.
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We model interaction between participants in a committee-based blockchain as a game, and

study whether consensus can emerge in equilibrium. Because we analyze their interaction within a

game, we hereafter refer to the participants as players. All players in our analysis are rational and

play best responses, but there are two types of players, with different preferences: Opportunistic

players maximize expected net rewards, while adversaries seek to disrupt blockchain consensus at

any cost.

To clarify the analysis, we only consider a simplified version of committee based blockchain

protocols. But the simplified protocol we consider includes the key elements on which real world

committee-based blockchains hinge. We thus consider a setting in which, at each height of the

blockchain, a committee is selected. Committee members interact in a sequence of rounds. At

the beginning of each round, one of the committee members is selected to be the proposer and

sends a block to the others. When receiving a block, committee members decide whether to check

its validity or not, and whether to send a vote for the block or not.2 When a block receives a

qualified majority of votes in a round, it is committed and appended to the blockchain. In that

case, the network participants move to the next height in the chain. Otherwise, if the number of

votes for the block is below the majority threshold, the block is not appended to the chain. In

that case, the protocol moves to the next round, in which a new proposer sends a block to the

other committee members. For simplicity, we assume the system is synchronous, messages cannot

be lost, and proposers can only propose one block. These assumptions imply that agreement is not

a problem in our setup and, in our analysis of consensus, we focus on termination and validity.3

Checking validity is costly (in terms of electricity and computer space) and so is sending votes.

When a block is committed, the committee members who voted for the block receive a reward.

When an invalid block is committed, opportunistic players incur a cost. While the reward for blocks

is specified in the protocol, the cost incurred by opportunistic players reflects the reputational loss

of the blockchain in which they participate, and of which they hold the native currency (in which

they are rewarded). This sequence of moves and gains and losses defines a dynamic game.

Our first contribution is to write down the pseudo-codes of the prescribed protocol and of the

strategies followed by opportunistic players and adversaries, as well as the extensive form of the

corresponding dynamic game, which clarifies the link between the two. Our second contribution

is to analyze the Perfect Bayesian Equilibria of that game. We find that there exist multiple

equilibria, in which consensus may fail, and that the prescribed protocol is not an equilibrium (when

2 Sending a vote message amounts to voting in favour of the block, while not sending any message means that the
player is not in favour of the block.

3 Relaxing these assumptions would raise issues regarding agreement. While interesting, these issues are beyond the
scope of the present paper and we leave their analysis for further work.
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anticipating that the others will follow the prescribed protocol, a non adversary player prefers to

deviate from the prescribed protocol). Our third contribution is to propose a modification of the

prescribed protocol, such that following the modified prescribed protocol is an equilibrium.

The equilibria without consensus arise because of coordination and free-riding problems. Coor-

dination problems reflect that opportunistic players prefer not to vote, when they anticipate the

others won’t vote. Because of coordination problems, there exists an equilibrium without termi-

nation. Free riding problems reflect that opportunistic players prefer not to check validity, when

they expect all the others to check validity (since in that case no single player is pivotal).4 Because

of free riding, there exists an equilibrium without validity. It is also because of free riding that

the prescribed protocol (in which all players are instructed to check validity and vote for valid

blocks only) is not an equilibrium. There also exists an equilibrium with consensus, however. In

that equilibrium some opportunistic players (with index below a threshold) check block validity

(thus following the prescribed protocol), while the others (with index above the threshold) don’t

check validity (thus deviating from the prescribed protocol). The players who are to check validity

are pivotal, which prevents free riding. We suggest a modification of the prescribed protocol that

implements this equilibrium.5

The next section discusses the literature to which our paper is related. Section 3 presents the

system model and protocol. Section 4 presents the game and Section 5 its equilibria. Section 6

briefly concludes.

2. Literature
2.1. Computer science

Our analysis is related to the literature on Byzantine consensus-based blockchains. Castro and

Liskov (1999) analyze consensus in a Byzantine Fault Tolerant (BFT) protocol. In order to use a

BFT protocol in an open setting such as blockchains, recent research endeavoured to find secure

mechanisms to select committees of fixed size over time (e.g. Gilad et al. (2017), David et al.

(2018)) and to propose incentives to promote participation (e.g. Abraham et al. (2016)). While,

this literature allows messages to be delayed and Byzantine processes to equivocate (see Lamport

et al. (1982)), we assume away these difficulties to simplify the problem. On the other hand, while

the literature on BFT protocols often focuses on correct and Byzantine processes, we in contrast

consider opportunistic players and adversaries, which both are rational, i.e., maximize well specified

objectives given rational expectations.

4 There is also a coordination problem with regard to validity checks: If I anticipate the other opportunistic players
won’t check validity, then I prefer to also not check validity. My own validity check could only alter my own vote,
which is not pivotal.

5 This modified prescribed protocol is “incentive compatible”, in the sense that players prefer to follow it if they
expect the others to also follow it.
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Our analysis, therefore, is in line with the seminal contributions of Abraham et al. (2006), Afek

et al. (2014), Aiyer et al. (2005), Groce et al. (2012), Halpern and Vilaça (2016), which took a

game theoretic approach to the study of distributed computing and consensus. Groce et al. (2012)

consider an environment with rational and honest participants and provide protocols that tolerate

rational adversaries, but they take a cooperative game approach, while we take a non-cooperative

game approach. Also in a non-cooperative game framework, Halpern and Vilaça (2016), prove that

in a fully rational setting, if participants can fail by crashing, there is no ex post Nash equilibrium

solving the fair consensus problem (where fair means that the input of every agent is committed

with equal probability), even with only one crash. Afek et al. (2014) proposes protocols solving

consensus and renaming under the assumption that participants may be rational and offers a game

theoretic analysis. While we consider committee-based protocols, Kiayias et al. (2016), Kroll et al.

(2013), and Biais et al. (2019), study Nash equilibria in proof-of-work blockchain protocols.

An important ingredient in models of rational choices is the specification of players’ utilities.

Lysyanskaya and Triandopoulos (2006) propose an incentive compatible protocol robust to a coali-

tion of up to f faulty players, when the players’ utilities reflect whether a decision is reached or

not, as well as the value of the decision. Abraham et al. (2006) propose an incentive-compatible

protocol for secret sharing with rational participants when some utilities can be unknown. Halpern

and Vilaça (2020) show that, when participants can fail by crashing, there is a Nash equilibrium

achieving fair consensus when an agent’s utility depends only on the consensus value achieved and

not on the number of messages the agent sends. In contrast with these analyses, in our model,

utilities are known and reflect not only whether and which blocks are appended to the chain, but

also the costs of the actions (checking, sending) taken by the players. These costs make the analysis

more complex, but also give rise to new economic effects, such as free riding.

Manshaei et al. (2018) also offers a non-cooperative game-theoretic analysis of free-riding in

committees. In the protocol they consider, multiple committees run in parallel to validate non-

intersecting sets of transactions (shards). They show that rational agents can free-ride when rewards

are equally shared. Differences between our analysis and Manshaei et al. (2018) are that i) we do

not consider shards, but ii) we consider interaction between adversaries and opportunistic players

in a dynamic game, and iii) due to the presence of adversaries some blocks can be invalid.

A key assumption in our analysis is that following the prescribed protocol is costly for players.

This is similar to the assumption in Kiayias and Stouka (2020). There are two major differences

between their model and ours: First, Kiayias and Stouka (2020) analyze the interaction between

an adversary, who might deviate from the prescribed protocol, and honest processes, who are

supposed to follow the protocol. In contrast, we analyze the interaction between an adversary and

opportunistic players, who follow the prescribed protocol only if it is individually optimal for them.
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In this context, we show that following the prescribed protocol is not an equilibrium strategy for

opportunistic players. Second, Kiayias and Stouka (2020) apply their methodology to study Bitcoin

and Fruitchain. This differs from our focus on committee-based blockchains.

We also share the assumption that following the protocol is costly with Fooladgar et al. (2020).

Taking a game theoretical approach, they study the Algorand protocol as a static game, and

under the assumption that all players are opportunistic agents maximizing expected rewards net

of costs. They note that, in the Algorand protocol, all players equally share the reward obtained

when a block is appended to the chain. In this context, they show that following the prescribed

protocol is not an equilibrium: if all the other players follow the prescribed protocol, I am better

off defecting, since I will receive the same reward, without incurring the cost. They show that a

modified version of the protocol, in which players receive the reward only if they follow the protocol,

is an equilibrium. Our analysis differs from theirs for the following two main reasons: First, while

their model only features opportunistic agents, ours features opportunistic agents and adversaries.

It is the presence of adversaries which creates the risk that proposed blocks are invalid. Second,

in their model it is observable whether players follow the prescribed protocol or defect. Exploiting

this feature of their setting, Fooladgar et al. (2020) put forward a modification of the protocol in

which players are rewarded only if they follow the protocol. In contrast, in our model, it is not

observable whether players check block validity or not. Therefore, it is impossible to directly make

rewards contingent on following the prescribed protocol. This is why, in our setting, pivotality is

key to incentives. In contrast, in the equilibrium of the modified protocol of Fooladgar et al. (2020),

all players follow the prescribed protocol, while none is pivotal.

Apart from the consensus protocol and the financial aspects of blockchains, in the computer

science literature, economics tools have been used to study different technical aspect of blockchains

such as cross-blockchains mechanisms (see Belotti et al. (2020)), transactions fees and the design

of block rewards (see Basu et al. (2019), Chen et al. (2019)), robustness properties of blockchains

(see Zappalà et al. (2020)), and the choice of pools of users (see Eyal (2015), Belotti et al. (2018)).

See Liu et al. (2019) for a survey. These analyses differ to ours since we study committee-based

blockchains on the consensus level, while they study other aspects of blockchains.

2.2. Economics

Our analysis is also related to the political economy literature on voting. Starting with the seminal

contributions of Downs (1957) and Riker and Ordeshook (1968) a stream of papers surveyed in

Feddersen (2004) note that, when their probability of being pivotal is infinitesimal, citizens should

not vote, as long as the cost of doing so is bounded away from zero. The probability of being

pivotal is low when the population of voters is large, and in that case rational choice models predict
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citizens should not vote. For example, Palfrey and Rosenthal (1985) show, in a model in which the

cost of voting varies across agents, that, as the size of the electorate gets larger, the fraction of

agents who vote decreases, and in the limit goes to 0. Our analysis differs from that literature in

several respects:

First, we consider a relatively small group of voters (the committee members), so the force that

made voters non pivotal in the political economy literature is not at play in our model.6 In a sense,

our point of view is the opposite of that literature:

� The political economy literature considers a large number of voters and underscores that

observed high voter participation is surprising: with costly voting, basic rational choice implies

citizens should not vote.

� We consider a relatively small number of voters and warn that, in spite of that relatively small

number, committee members can be non pivotal, which induces free-riding.

Second, the majority rule we consider is not in terms of fraction of the voters (as in the political

economy settings discussed above), but in terms of the number of voters. This restores the possi-

bility that the impact of one vote is zero, inspite of the number of potential voters being relatively

small.7

Third, while for plausibility the political economy literature assumes citizens cannot be paid for

voting, in our setting, when a block is committed, committee members are rewarded conditional

on having voted.8

Fourth, the classical political economy analyses consider voters that are initially endowed with

information, see, e.g., Austen-Smith and Banks (1996), and Feddersen and Pesendorfer (1996,

1997, 1998, 1999). In contrast, Persico (2004), Gershkov and Szentes (2009), and Smorodinsky

and Tennenholtz (2006) consider agents who can acquire information, at a cost, before voting. In

their analyses, as in ours, key issues are free riding and pivotality. Our analysis differs from theirs,

however, because we assume some participants are adversary, while they consider all voters have

the same preferences. The presence of adversaries rules out requiring unanimity, which differs from

Persico (2004). Also, our focus on distributed consensus rules out central authorities. This differs

6 Riboni and Ruge-Murcia (2010) also analyze voting within a relative small size committee (the monetary policy
committee of a central bank.) In their analysis, however, there is no cost of voting, and committee members are
assumed to vote as if they were pivotal.

7 For example, in Ledyard (1984), when nobody else is voting, a single vote is pivotal. In contrast, in our approach,
when nobody else is voting, a single vote has no impact, because it is not enough to raise the number of votes to the
majority threshold.

8 Morton (1987, 1991) study “group based models” in which political group leaders can spend resources to incentivize
the members of their group to vote. As noted by Feddersen (2004), “Turnout occurs in group-based models with
costly voting for the same basic reason that it occurs in costly voting games with a small number of voters.” This
contrasts with the risk of lack of participation we undescore.
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from Gershkov and Szentes (2009) and Smorodinsky and Tennenholtz (2006), where a central

planner designs an optimal mechanism and makes decisions based on the reports elicited from

participants.

Our analysis is also related to analyses of free riding in takeovers. Bradley (1980) and Grossman

and Hart (1980) consider take over bids when there is a continuum of atomistic shareholders.

They show that, if the value of a share after a successful takeover exceeds the offer price, then

stockholders (who are non pivotal since they are atomistic) will free ride and fail to tender. Bagnoli

and Lipman (1988), in contrast, study the case of a finite number of stockholders. In that case,

some stockholders can be pivotal, which eliminates their incentive to free ride. While we also

underscore free riding and pivotality, the game we consider is very different from theirs. In their

analysis, stockholders have only one decision to make: whether to tender their shares or not, and

this decision is observable. In contrast, in our analysis, players have three decisions to make: i)

whether to propose a block and which, ii) whether to vote or not, and iii) whether to check validity

or not. Since checking validity is unobservable, there is a form of moral hazard, making free riding

even more of a concern.

3. System model and protocol

Blockchain: A blockchain is a growing sequence of blocks, to which new blocks can be appended.

Once a block is in the blockchain, it cannot be modified nor removed. The block at position h≥ 0

in the blockchain is said to be at height h, and the first block at height 0 is the initialization block.

System model: For each given height h, we consider a system composed of a finite and ordered

set Π, called committee, of n synchronous sequential processes or players. Hereafter, the words

“player” and “process” are taken to have the same meaning. Π = {p1, . . . , pn} and process pi is

said to have index i. We assume each player is aware of its index. In the following, we refer to

process/player pi by its index, say process/player i.

Processes behaviour: The prescribed protocol defines the sequence of actions to be taken by

processes. A correct process is a process that follows the prescribed protocol. In this paper, we

consider a variant of the BAR model Aiyer et al. (2005) where all processes are rational, i.e., take

actions that are optimal for them, given their objective and their rational expectations. These

processes follow the prescribed protocol if and only if doing so is optimal for them.

The rational processes in our analysis are either opportunistic or adversary. Opportunistic pro-

cesses are self-interested and seek to maximize their expected utility, which is equal to the expec-

tation of the rewards they obtain net of the costs they incur. In line with Aiyer et al. (2005), the

objective of adversary processes is to prevent the protocol from achieving its goal, no matter the

cost. We denote by f the number of adversary processes in the network.
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Rounds, phases and steps: The n processes interact during at most n rounds. Each round is

divided in two sequential phases: the PROPOSE phase and the VOTE phase. These two phases

encapsulate the main ideas of consensus protocol for committee-based blockchains.9

Each phase is divided into three sequential steps: the send step, the delivery step and the compute

step. We assume that the send step is atomically executed at the beginning of the phase and the

compute step is atomically executed at the end of the phase.

The phase has a fixed duration that allows collecting all the messages sent by the processes at

the beginning of the phase during the delivery step. At the end of a phase, a process exits from

the current phase and starts the next one.

The processes communicate by sending and receiving messages through a reliable broadcast

primitive.10 Messages are created with a digital signature, and we assume digital signatures cannot

be forged. When process i delivers a message, it knows the process j that created the message. We

assume messages cannot be lost.

Algorithm 1 Prescribed Protocol for a given height h at any process i

1: Initialization:
2: vote := nil
3: t := 0 /* Current round number */
4: committedV alue := nil

5: Phase PROPOSE(t) :
6: Send step:
7: if i== isProposer(t, h) then
8: proposal← createValidValue(h) /* The proposer of the round generates a block, i.e. the value to be proposed */
9: broadcast 〈PROPOSE, h, t, proposal〉

10: Delivery step:
11: delivery 〈PROPOSE, h, t, v〉 from proposer(t) /* The process collects the proposal */
12: Compute step:
13: if isValid(v) then
14: vote← v /* If the delivered proposal is valid, then the process sets a vote for it */

15: Phase VOTE(t) :
16: Send step:
17: if vote 6= nil then
18: broadcast 〈VOTEi, h, t, vote〉 /* If the proposal is valid, the process sends the vote for it to all the validators */
19: Delivery step:
20: delivery 〈VOTE, h, t, v〉 /* The process collects all the votes for the current height and round */
21: Compute step:
22: if |〈VOTE, h, t, v〉| ≥ ν ∧ committedV alue= nil∧ vote 6= nil∧ vote= v then
23: committedV alue← v; exit /* The valid value is committed if the threshold is reached */
24: else
25: vote← nil
26: t← t+ 1

Prescribed protocol: Algorithm 1 presents the pseudo-code for a correct process, i.e., a process

who follows the prescribed protocol. For each round t∈ {1, ...n} the committee member with index

9 Chan and Shi (2020) extended this two phases approach to multiple communication and failure models. They point
out the importance and sufficiency of the PROPOSE and VOTE phases in consensus algorithms for blockchains.

10 A broadcast is reliable if the following conditions hold: i) safety: every message delivered by a process has been
previously sent by a source, and ii) liveliness: every process eventually delivers every message sent by a source.
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t is designated to be the proposer for the round in a round robin fashion. The isProposer(t, h)

function returns the index of the proposer for the current round and height (line 7). The function,

by taking as parameter the current height, deterministically selects the proposer on the basis of

the information contained in the blockchain up to h.

During the PROPOSE phase, the proposer of the round generates a block. In the prescribed

protocol, the proposer uses the function createValidValue(h), which creates a valid block. Because

a valid block must include the identifier of the previous block in the blockchain as well as the index

h where the block should be, the height h is passed as parameter (line 8). Once the block is created,

a message broadcasting the proposal is sent (line 9). For simplicity, we assume the proposer cannot

broadcast more than one block. At line 11 the proposal is received through a delivery function. In

the prescribed protocol, each process is correct and checks if the proposal is a valid value (line 13).

If so, the process sets its vote to the value (line 14).

During the VOTE phase, any process that set its vote to the current valid proposal sends a

message (i.e., a vote) to the other members of the committee (line 18).11 During the delivery step,

sent messages are collected by every process. During the compute step, each process verifies if a

quorum of ν > 2 votes for the current proposal has been reached. If the quorum is reached, the

process voted for the value and did not already commit for the current height, then the current

proposal it committed (lines 23) and the protocol ends. If the quorum is not reached, then a new

round starts (line 26).

Consensus properties: Consensus is defined as follows:

Definition 1 We say that consensus is achieved when the following properties hold:

� Termination: every non-adversary process commits on a value (a block);

� Agreement: if two non-adversary processes commit respectively on values B and B′, then B =

B′;

� Validity: a committed value by any non-adversary process is valid, it satisfies the predefined

predicate.

We use the concept of external validity introduced by Cachin et al. (2001). The validity predicate

must be known and can be verified by all processes and is defined by the given application. External

validity was later adapted by Crain et al. (2017) as a well-suited validity concept for blockchains.

Because we assume the system is synchronous, messages cannot be lost, and proposers can only

propose one block, agreement is not a problem in our setup. Thus, in our analysis of consensus, we

focus on termination and validity. When there are only correct processes, following the prescribed

protocol, consensus is reached.
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Algorithm 2 Pseudo-code for a given height h modeling the rational process i’s behaviour
1: Initialization:
2: vote := nil
3: t := 0 /* Current round number */
4: committedV alue := nil
5: actionpropose := nil
6: actioncheck := nil
7: actionsend := nil
8: validV alue[] := {⊥,⊥, . . . ,⊥} /* validV alue[r]∈ {⊥,0,1} */

9: Phase PROPOSE(t) :
10: Send step:
11: if i== isProposer(h, t) then
12: actionpropose← σpropose

i () /* σpropose
i ∈ {−1,0,1} sets the action of proposing an invalid block, not proposing a

block, or proposing a valid block respectively */
13: if actionpropose 6= 0 then
14: if actionpropose == 1 then
15: proposal← createValidValue(h)
16: else if actionpropose ==−1 then
17: proposal← createInvalidValue()
18: broadcast 〈PROPOSE, h, t, proposal〉
19: Delivery step:
20: delivery 〈PROPOSE, h, t, v〉 from proposer(h, t) /* If there is no block proposed, v is set to ⊥ */
21: Compute step:
22: actioncheck← σcheck

i () /* σcheck
i ∈ {0,1} sets the action of checking or not the validity of the proposal. When v=⊥,

σcheck
i = 0 */

23: if actioncheck == 1 then
24: validValue[t]← isValid(v) /* The execution of isValid(v) has a cost ccheck */
25: actionsend← σsend

i (validValue[t]) /* σsend
i ∈ {0,1} sets the action of sending the vote or not. When v=⊥, σsend

i = 0 */
26: if actionsend == 1 then
27: vote← v /* The process decides to send the vote, the proposal might be invalid */

28: Phase VOTE(t) :
29: Send step:
30: if vote 6= nil then
31: broadcast 〈VOTEi, h, t, vote〉 /* The execution of the broadcast has a cost csend */
32: Delivery step:
33: delivery 〈VOTE, h, t, v〉 /* The process collects all the votes for the current height and round */
34: Compute step:
35: if |〈VOTE, h, t, v〉| ≥ ν ∧ committedV alue= nil∧ vote 6= nil∧ vote= v then
36: committedV alue= v; exit
37: else
38: vote← nil
39: t← t+ 1

Pseudo-code for opportunistic processes and adversaries: While correct processes just follow the

prescribed protocol, opportunistic and adversary processes choose actions to maximize their objec-

tive. Processes choices are represented in the pseudo-code (Algorithm 2) by dedicated variables,

namely, actionpropose, actioncheck, and actionsend, defined at lines 5− 7. Each action, initialized to

nil, can take values from the set {0,1}, at the exception of actionpropose which takes its values

in {−1,0,1}. Those values are set by calling the functions σpropose
i , σcheck

i , and σsend
i , respectively,

returning the strategy for process i.

Strategy σpropose
i determines if the proposer i chooses to produce a valid proposal, in which

case actionpropose takes the value 1, or an invalid one, in which case actionpropose takes the value

11 To simplify, we assume the proposer does not need to send a vote for the block it broadcasted. Broadcasting a
block includes voting for it.
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−1, or not proposing a block, in which case actionpropose takes the value 0 (lines 12-17). When

|actionpropose|= 1, the proposal is sent in broadcast (line 18) and when actionpropose = 0, there is

no proposal, and no block is sent.12 Notice that the proposer can send at most one block.

Strategy σcheck
i determines if the receiving process chooses to check the validity of the proposal,

in which case actioncheck takes the value 1, or not, in which case actioncheck takes the value 0. If the

process chooses to check the validity (line 23), it then updates its knowledge about the validity of

the proposal. Otherwise, the process does not observe if the proposal is valid or not (validV alue[t]

remains set to ⊥).

Strategy σsend
i determines if the receiving process chooses to send a vote, in which case actionsend

takes the value 1, or not, in which case actionsend takes the value 0 (line 25-31). Note that the

strategy σsend
i depends on the knowledge the process has about the validity of the proposal. The

strategy determines if the process chooses to send its vote for the proposal or not.

4. Game

In this section, we offer a game theoretic formulation of the protocol presented in the previous

section. We consider a game between n processes, indexed by i in {1, ...n}, hereafter referred to as

the players.

Number of adversaries: The number of adversaries is denoted by f . ν > 2 denotes the majority

threshold needed for a block to be committed. While ν is a parameter of the protocol, commonly

known by all participants, f is the realization of the random variable denoted by f̃ . f̃ takes its values

in {1, ...f̄}, with f̄ < min[ν,n− ν]. f̄ < ν means that adversaries never have the majority, while

ν < n− f̄ means opportunistic players always have the majority. Together these conditions imply

that f̄ < n
2
. One could expect these assumptions to imply that consensus should be achieved. This

is not the case, however. As shown below, termination or validity may fail to hold in equilibrium.

Players’ types: At the beginning of the game, nature draws the types of all the players, and

correspondingly the number of adversaries. Each player i observes its own type, θi, which can be

adversary (θi = θa) or opportunistic (θi = θs). The probability that a player is an adversary is

independent from its index, and thus, a priori, the same for all i between 1 and n.

Action space: At round t the player with index t is selected to generate a block and send it to the

other players. We refer to this player as “the proposer.” The cost of generating a block is denoted

by C, while the cost of sending the block is denoted by c. The proposer can choose whether to

generate a valid block or an invalid one, or no block at all. If the proposer does not generate nor

send any block, it does not incur costs C and c.

12 When no block is proposed, there is no block to check, and no proposal to vote for. In that case, participants go
to the next round.
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Players who receive a proposed block must decide whether to check its validity. Since checking

validity involves similar operations as generating a block, we assume the cost of checking block

validity is also equal to C. Then the player decides whether to send a vote for the block or not.

Again, for simplicity, we assume the cost of sending a message is equal to the cost of sending a

block, c. If no block is proposed, players don’t have the opportunity to check validity or vote. In

that case, they simply terminate the current round and go to the next one.

Our framework is in line with Kiayias and Stouka (2020) and Fooladgar et al. (2020) who also

assume that following the prescribed protocol involves costs.

Information sets: We assume opportunistic players only observe their own type.13 Adversaries,

in contrast are assumed to know the types of all players. This assumption is in line with that, often

made in computer science, that adversaries (or Byzantine processes) are very powerful and can

collude. Also consistent with that assumption, we assume adversaries can perfectly coordinate their

actions. The goal is to test whether the blockchain is robust to adversary attacks. If a blockchain

resists the attack of very powerful adversaries, it means it is very robust.

The information set of player i, at the beginning each round t, which we denote by ηti , includes

� the observation of the round number t,

� the player’s own type θi, and also when i is an adversary the types of all the other players,

� when t > 1, the observation of what happened in previous rounds, namely (i) whether i decided

to check validity, and in that case the knowledge of whether the block was valid or not, (ii) how

many messages were sent at each round, and (iii) whether a block was proposed or not.

Then, in the Compute step of the PROPOSE phase, when receiving a proposed block, each

player decides whether to check its validity or not. Denote by bt the block proposed at round t.

When the player decides not to check validity, isValid(bt) is the null information set, while if the

player decides to check, isValid(bt) is equal to 1 if the block is valid and 0 otherwise. So, the

player information set becomes Ht
i = ηti ∪ isValid(bt).

Strategies: At each round t≥ 1, the strategy of player i is a mapping from its information set

into its actions. If i = t, the player is selected to propose the block and its choice is given by

σpropose
i (ηti). Then, in the Compute step of the PROPOSE phase, if i 6= t, the player’s strategy is

given by σcheck
i (ηti). Finally, in the Send step of the VOTE phase, player i 6= t must decide whether

to send a vote or not, and that decision is given by σsend
i (Ht

i ).

Rewards and Costs for Opportunistic Players: We assume that, when a block is produced, only

the players who sent a message receive a reward, denoted by R. This is in line with practice, e.g.,

in the Tendermint protocol, see Amoussou-Guenou et al. (2018). In addition, we assume that when

13 If adversaries were detectable, they could be excluded, and therefore could not harm the system.
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an invalid block is produced, all opportunistic players incur cost κ. Including an invalid block in the

chain reduces the reputation and credibility of the chain, and therefore its business prospects and

valuation. κ is borne by all the non adversary players, whether they voted for the block or not. It is

reasonable to assume that the reputational cost is κ large and greater than the reward R. On the

other hand, the reward R must be set above the cost C of checking validity or generating a block.

Otherwise, players would not be willing to participate in the blockchain. C, however, is larger than

the cost c of sending a message. Checking validity requires significant internal computations and

inspecting the whole chain of blocks, while sending a message is less costly for the player, since it

involves less and simpler computations. Thus, overall we assume

κ>R>C > c> 0.

Rewards and Costs for Adversaries. The adversaries have lexicographic preferences over the

outcome of the game, in order, they prefer:

1. Outcomes that do satisfy Termination, but not Validity;

2. Outcomes that do satisfy Validity, but not Termination;

3. Outcomes that do satisfy Termination and Validity;

Adversaries are assumed to care only about the outcome of the protocol and neglect the costs

of their own actions.

Objective of opportunistic players: Let T be the endogenous round at which the game stops. If

a block is produced at round t≤ n, then T = t. Otherwise, if no block is produced, T = n+ 1. In

the latter case, the termination property is not satisfied.

At the beginning of round t≥ 1, the continuation payoff of the opportunistic player with infor-

mation set ηti is14

Wi,t(η
t
i) =E

[
(R ∗1(σsendi (HT

i )=1) ∗1(block produced at T )−κ1(invalid block produced))

−
∑T

s=t

(
1(i=s)(C + c)1(|σproposei (hti)|=1) + 1(i6=s)

(
C1(σchecki (hsi )=1) + c1(σsendi (Hs

i )=1)

)) |ηti
]
.

1(.) denotes the indicator function. The first line reflects the reward received by committee members

when a new block is committed, minus the penalty incurred when that block is invalid. The second

line reflects the flow of costs incurred by player i at rounds s= t, ...T , when this player is a proposer

(i= s) or a voter (i 6= s).

14 This is comparable with the specification of players’ utility in Kiayias and Stouka (2020) as absolute rewards minus
absolute costs.
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Equilibrium concept: Since we consider a dynamic game with asymmetric information, the rele-

vant equilibrium concept is Perfect Bayesian Equilibrium (Fudenberg and Tirole (1991)), intuitively

defined as follows:

Definition 2 A Perfect Bayesian equilibrium is an n-tuple of strategies, such that all players

1) choose strategies that are optimal given their preferences and beliefs, 2) rationally anticipate

the strategies of the others, and 3) draw rational inferences from what they observe, using their

expectations about the strategies of the others and Bayes law whenever it applies.

A Perfect Bayesian Equilibrium (PBE) is a Nash equilibrium (Nash (1951)), so players best-

respond to one another. It imposes additional restrictions, to take into account the fact that the

game is dynamic and that players can have private information and must draw rational infer-

ences. Rationality implies that each player’s beliefs are consistent with Bayes law, when computing

probabilities conditional on events that have strictly positive probability on the equilibrium path.

Perfection implies that at each node starting a subgame the players’ strategies form a Nash equi-

librium of that subgame. In this context, to show that a strategy is optimal it is sufficient to show

that it dominates any one-shot deviation Blackwell (1965).

5. Equilibria
5.1. Equilibrium without termination

Consider an opportunistic player who receives a block and anticipates the others won’t vote. This

player anticipates that, even if it voted, no block would be committed, since the number of votes

would still be below the majority threshold. So, when an opportunistic player anticipates the others

won’t vote, he/she prefers to also abstain from voting: his/her message would not change the

outcome of the vote, and would only result in the player incurring cost c. A fortiori, it is suboptimal

for this player to check validity, since it would only result in incurring cost C without otherwise

changing the outcome of the game.

Now turn to adversaries, who, in contrast with opportunistic players, can coordinate their moves.

Should they choose to all vote for invalid blocks? Such a move would result in f < ν votes in favour

of the invalid block. So the block would still not be committed. Consequently, adversaries (weakly)

prefer not to send votes, and, a fortiori, not to check validity.

The above remarks imply that, when players expect the others not to vote, their best response is

also not to vote. Anticipating this, proposers find it optimal not to send any block. These remarks

are summarized in our first proposition:

Proposition 1 There exists an equilibrium in which no block is ever proposed.
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In the equilibrium of Proposition 1, there is no termination. This failure of consensus reflects a

coordination failure among players, who coordinate on a bad equilibrium in which no one votes.

Votes, however, are observable. So one could modify the protocol to reimburse c to the players. As

shown below, this would not be enough to eliminate coordination problems.

5.2. Equilibrium without validity

Our next proposition shows there can also be issues with block validity checks.

Proposition 2 If C ≤ κ
n−1 , there exists a perfect Bayesian equilibrium in which: i) An oppor-

tunistic proposer sends a valid block while an adversary sends an invalid block. ii) When receiving

blocks, opportunistic players do not check validity but send a vote. iii) Adversaries vote in favour

of invalid blocks only. Thus, when the proposer is opportunistic a valid block is committed, while

when the proposer is adversary an invalid block is committed.

In the equilibrium of Proposition 2 there is termination, at the first round, but validity does

not always hold. Adversaries, propose invalid blocks and also vote for invalid blocks, which end

up committed. Opportunistic proposers send valid blocks, which end up committed. In that case,

they earn R−C− c. This is larger than what they would have obtained if they had sent an invalid

block, R−C − c−κ.

Consensus can fail in the equilibrium of Proposition 2 due the behaviour of opportunistic players,

who send votes without checking validity, which can result in committing invalid blocks. Why do

opportunistic players find it optimal to do so? Why don’t they prefer to follow the prescribed

behaviour, which is to check validity and vote only if the block is valid? The problem is that, when

the other opportunistic players follow the equilibrium strategies of Proposition 2, an opportunistic

player deviating to the prescribed behaviour would be unable to alter the outcome of the protocol.

Valid blocks would still get n− f votes and be committed, while invalid blocks would get n− 1

votes and also be committed. Thus, following the prescribed behaviour would give opportunistic

players the following expected payoff

R−C −Pr(valid) ∗ c−Pr(invalid) ∗κ,

which is lower than their equilibrium payoff

R− c−Pr(invalid) ∗κ

because C > c. To complete the proof of Proposition 2, in the appendix we show that, at round t,

the opportunistic player with index i= t is better off proposing blocks than not proposing, while

the opportunistic players with index i 6= t are better off voting than not voting.
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In Proposition 2 consensus fails because each opportunistic player finds it suboptimal to check

block quality. Checking validity (and voting for valid blocks only) can be interpreted as producing

a public good. In the equilibrium of Proposition 2, opportunistic players free ride on the supply

of the public good. The problem is more acute than in Proposition 1: In the case of Proposition

1, one way to solve the coordination problem was to reimburse the cost of sending messages. This

does not work for Proposition 2 because validity checks, while costly, are unobservable. In that

sense, Proposition 2 reflects moral hazard among the opportunistic players.

Our game theoretic approach, in which all players (or processes) are rational, contrasts with the

standard approach in computer science, in which some processes are correct and assumed to follow

the prescribed protocol, while other processes are Byzantines. In that standard computer-science

approach, a typical result is that, if the number of Byzantines is lower than a threshold, then

consensus obtains. In contrast, Proposition 2 states that even if f is very low, as long as it is

not zero, consensus may fail. This is because, in addition to attacks by adversaries, we consider a

new source of fragility: coordination problems and free riding among rational, but opportunistic,

players.

5.3. The prescribed protocol is not an equilibrium

While the above analysis shows that deviations from the prescribed protocol can form an equi-

librium, it does not rule out the possibility that following the prescribed protocol would be an

equilibrium strategy. We now examine that point. Recall that the prescribed protocol entails i)

proposing valid blocks, ii) checking the validity of blocks received and iii) voting for valid blocks

only. If all the opportunistic players follow that strategy, then consensus obtains: As long as the

proposer is an adversary the block is invalid and rejected, and the first time the proposer is oppor-

tunistic, the proposed block is valid and a majority n− f > n− f̄ > ν of committee members vote

for that block, which is therefore committed. Unfortunately, if ν > f̄ + 1, following the prescribed

strategy is not an equilibrium because, when a participant anticipates the others to follow that

strategy, that participant prefers to shirk on validity checks, to avoid bearing cost C.

To see this, consider opportunistic player i receiving a block and anticipating the others follow

the prescribed strategy. If i also follows the prescribed strategy, then if the block is valid it gets at

least n− f̄ votes and gets committed (since n− ν > f̄), while if it is invalid the block gets at most

f̄ votes and does not get committed (since ν > f̄). However, the outcome is unchanged if, instead,

the opportunistic player deviates from the prescribed strategy and sends a vote without checking

block validity: If the block is valid, it still gets at least n− f > ν votes and gets committed, while

if the block is invalid, it gets at most f̄ + 1 votes. In that case, the block is still not committed



Y. Amoussou-Guenou, B. Biais, M. Potop-Butucaru, S. Tucci-Piergiovanni
18 Committee-based Blockchains as Games Between Opportunistic players and Adversaries

if ν > f̄ + 1. Therefore, under that condition, as stated in the next proposition, the prescribed

protocol is not an equilibrium.15

Proposition 3 If ν > f̄ + 1, then it is not an equilibrium that all opportunistic players follow the

prescribed protocol at all rounds.

Note that Proposition 3 obtains whatever the majority threshold ν, as long as it is larger than

f̄ + 1. In particular the result holds even if ν = n− f̄ so that (when the number of adversaries is

f̄) the votes of all opportunistic players are needed for the valid block to be committed. While

ν = n − f̄ can make opportunistic players pivotal in the vote (if one of them fails to vote the

valid block is not committed when the number of adversaries is f̄), it does not make them pivotal

in validity checks. Thus, opportunistic players free ride on validity checks, which prevents the

prescribed strategy from being an equilibrium. In contrast, as explained in the next subsection,

when ν = f̄ + 1 we are in a special, limiting, case of Proposition 5, in which opportunistic players

are pivotal and check validity.

5.4. Equilibrium consensus

Our results, so far, are negative in the sense that they present equilibrium situations in which

consensus is not achieved and the prescribed strategy is not followed. Is the committee-based

protocol we examine doomed to fail? Fortunately, the answer to that question is negative. We

hereafter show that there exists an equilibrium in which consensus is achieved.

To have termination and validity, it must be that sufficiently many opportunistic players prefer

to check block validity and vote for valid blocks. The problem in Propositions 2 and 3 was that

opportunistic players were tempted to free-ride, and let the others bear the cost of checking. To

avoid this situation, it must be that (at least some) opportunistic players are pivotal, i.e., if they

vote without checking block validity, this can lead to committing invalid blocks. In this section,

we present an equilibrium in which the strategies of the opportunistic players imply they are

endogenously pivotal.

In this equilibrium, a key ingredient is that some opportunistic players are expected to check

validity, while others are not. It is because some opportunistic players don’t check validity that

the others are pivotal with some probability. As a first step in the equilibrium construction, the

next proposition (whose proof is in the appendix) characterizes the expected continuation payoff

of opportunistic players in this context.

15 When ν = f̄ + 1 we are in a special, limiting, case of Proposition 5, presented below. ν = f̄ + 1 is consistent with
ν < n− f̄ iff f̄ < (n− 1)/2.
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Proposition 4 Consider a candidate equilibrium in which i) opportunistic proposers propose valid

blocks, ii) some opportunistic voters check block validity and then send a vote if and only if the block

is valid, iii) the other opportunistic voters send votes without checking validity, iv) when proposed,

valid blocks are committed while invalid blocks are rejected. In this candidate equilibrium, the time-t

continuation payoff of the opportunistic voters who are to check block validity is

πcheck(t) = (R− c)−φ(t)C, ∀t≤ f̄ + 1, with φ(f̄ + 1) = 0 and φ(f̄) = 1, (1)

while that of the opportunistic voters who are not to check block validity is

πsend(t) =R−ψ(t)c, ∀t≤ f̄ + 1, with ψ(f̄ + 1) = 1. (2)

The proof of Proposition 4 is in appendix. It gives the definition of φ and ψ and offers a detailed

analysis of (1) and (2). The intuition for (1) is the following: When a valid block is committed,

opportunistic voters, who all send a message, get payoff R− c. This is the first term in πcheck(t),

reflecting that eventually a valid block will end up committed. The second part of πcheck(t), φ(t)C,

is the expected cost of checking the block validity, where φ(t) is the expected number of times (from

round t on) the player expects to check validity before a block is committed. We have φ(f̄) = 1

because, when round f̄ is reached, opportunistic players know this is the last time they have to

check block validity. c shows up only once in (1) because the players who are to check validity vote

only once, when they receive a valid block, and in that round the block is committed.

Similarly, in πsend(t), ψ(t)C is the expected cost of sending messages, where ψ(t) is the expected

number of times the player expects to send messages before a block is committed. We have ψ(f̄ +

1) = 1 because, when that round is reached, opportunistic players who are not to check validity

know this is the last time they have to vote.

Denote by f(t) the conditional expectation of f̃ , from the point of view of an opportunistic

player knowing that all participants with indexes i≤ t are adversaries. Relying on Proposition 4,

our next proposition describes more precisely our candidate equilibrium and states the conditions

under which it is indeed an equilibrium.

Proposition 5 If the cost κ of committing an invalid block is large enough in that

κ>max(α(t)C −β(t)c,C/p̄),∀t < f̄ , (3)

and the reward R for committing a block is large enough in that

R≥ c+
n− t+ 1

n− f(t)
C,∀t≤ f̄ + 1, (4)

then there exists a Perfect Bayesian Nash equilibrium achieving consensus, in which the strategy

of opportunistic players is the following:
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� Adversaries propose invalid blocks and vote for invalid blocks.

� At any round t ≤ f̄ , (i) opportunistic proposers propose valid blocks, (ii) opportunistic vot-

ers with index i ∈ {t, . . . , n− ν + f̄ + 1} check validity and send votes for valid blocks, and (iii)

opportunistic voters with index i∈ {n− ν+ f̄ + 2, . . . , n} do not check validity but send votes.

� If round t = f̄ + 1 is reached, no opportunistic player proposes a block until round n. When

round n is reached, the proposer proposes a valid block, and all opportunistic players send a message

without checking validity. At this point, the block is valid and committed.

The proof of Proposition 5 is in the appendix. It gives the definition of α(t), β(t) and p̄. The

intuition of the proposition is the following. In the equilibrium of Proposition 5, invalid blocks

(proposed by adversaries) are rejected, while valid blocks (proposed by opportunistic players) are

committed. This implies that, if round t= f̄ + 1 is reached, the players know that the number of

adversaries was f̄ and that during the f̄ previous rounds the proposers were adversaries (to draw

this inference, the opportunistic players use their anticipation that all participants play equilibrium

strategies). Consequently, at round f̄ + 1, in equilibrium, the proposer is opportunistic and the

proposed block is valid. So, no opportunistic player needs to check the validity of the block but all

send a message, which brings them R− c. This is larger than their gain from deviating (e.g., by

not sending a message or by checking the block.)

Similarly, at round t≤ f̄ , in equilibrium all t− 1 previous proposers were adversaries and there

remains f(t− 1)− (t− 1) adversaries with index strictly larger than t− 1. In this context, do the

equilibrium strategies of the opportunistic players preclude invalid blocks from being committed?

To examine this point, consider the maximum possible number of messages that can be sent if the

proposer is an adversary. In equilibrium, opportunistic players with indexes strictly larger than

n−ν+ f̄+1 are to send a vote without checking block validity. The worst case scenario (maximizing

the number of messages sent when the block is invalid) is that none of these players are adversaries

and that f = f̄ . In that case, in equilibrium, the number of messages sent when the block is invalid

is f̄ + (ν − f̄ − 1) = ν − 1, so that we narrowly escape validation of the invalid block. If, in that

worst case scenario one of the opportunistic players with index below n− ν+ f̄ + 1 deviated from

equilibrium and sent a message without checking the block, this would lead to committing an

invalid block. Thus, in that sense, the opportunistic players with index lower than n− ν + f̄ + 1

are pivotal. Hence, they check block validity, because, under condition (3), the cost of committing

an invalid block is so large that opportunistic players do not want to run the risk of tipping the

balance.

One could worry that the equilibrium in Proposition 5 is a bit complex, making it hard for players

to discover equilibrium and coordinate on it. This difficulty can be circumvented by modifying the
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prescribed protocol. In the prescribed protocol, all players are instructed to check block validity.

In the modification of the prescribed protocol we suggest, players are instructed to check block

validity if and only if their index is strictly lower than a given threshold. Proposition 5 implies

that, when opportunistic processes expect the others to follow the modified prescribed protocol,

their best response is to also follow the modified prescribed protocol. Thus, the modified prescribed

protocol can be interpreted as a way to make equilibrium consensus a focal point, in the sense of

Schelling (1960).

As mentioned above, ν = f̄ + 1 is an interesting limiting case of Proposition 5. In that case, in

equilibrium, all opportunistic players check block validity (and thus follow the prescribed protocol)

up to round f̄ .16 This is because, when the majority threshold is at f̄ + 1, all opportunistic players

are pivotal if the proposed block is invalid and the number of adversaries is f̄ . Relative to the

general case of Proposition 5, this case is relatively simple, since opportunistic players’ strategies

don’t depend on their index. This leads to another suggestion on how to obtain consensus in

the committee-based protocol we consider: set the majority threshold to ν = f̄ + 1. This ensures

the majority threshold is high enough, so that adversaries don’t have the majority when the

opportunistic players follow the protocol, but at the same time not too high, so that adversaries

would have the majority if opportunistic players deviated from the protocol.

6. Conclusion

In distributed ledgers, such as blockchains, there is no central authority. The advantage is that this

eliminates the risk of a malevolent central authority harming network participants. The drawback

is that this creates the risk of coordination failures and free riding. We study whether, in spite of

this risk, consensus can emerge in committee-based blockchains.

We show that coordination failures can arise concerning vote messages. This is because a mini-

mum number of votes is requested for a decision to be made, so that sending a vote is useless when

the others don’t vote. In that sense, votes are strategic complements. We also show there can be free

riding concerning validity checks. In contrast with votes, validity checks are strategic substitutes: a

player prefers not to check validity if he/she expects the others to check. We show that, because of

coordination failures and free-riding, there exist equilibria in which Termination or Validity fail. On

the other hand, we also show that there exists an equilibrium in which consensus (with Termination

and Validity) is achieved. An important issue is how to avoid “bad equilibria,” without consensus.

We suggest a modification of the prescribed protocol which implements the “good equilibrium,”

16 After that round the opportunistic players deviate from the prescribed protocol, as they no longer check validity.
This is because all proposed blocks are valid and therefore don’t need to be checked.
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with consensus. To the extent that it facilitates coordination on that equilibrium, the modified

protocol can be interpreted as a focal point, see Schelling (1960).

An important avenue of further research is to extend the analysis to settings in which agreement

would be an issue because the system would be non synchronous or messages could be lost. Other

promising avenues of further research are to rely on mechanism design and relate the blockchain

protocol to currency valuation, as in Auer et al. (2021) or Persico (2004).
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Appendix: Proofs

Proof of Proposition 2:

Suppose an opportunistic proposer decides not to propose a block. Since no block would be

proposed, the protocol implies we would move to the second round. We assume that, after this out

of the equilibrium path event, the players would then revert to their equilibrium strategies. Thus,

at the second round a block would be proposed and end up committed. With probability f
n−1 the

proposer would be an adversary. Since f > 1, this probability is larger than 1
n−1 . So the expected

gain of the deviating opportunistic proposer would be lower than

R− c− κ

n− 1
.

This is lower than the equilibrium gain, R−C − c, under the condition stated in the proposition,

which means that the cost of committing invalid blocks is high relative to the cost of generating

valid blocks.

Another possible deviation for opportunistic players would be to abstain from voting (and from

checking validity). This, however, would however give expected payoff equal to −Pr(invalid) ∗ κ,

which is lower than the equilibrium payoff.

The other deviations: check but don’t vote or check and vote irrespective of validity are obviously

dominated by the equilibrium action.

Q.E.D.

Proof of Proposition 4:

The functions φ(t) and ψ(t) are defined recursively as follows:

φ(t) = 1 +
f(t)− t+ 1

n− t+ 1
φ(t+ 1),∀t < f̄ , and φ(f̄ + 1) = 0, (5)

ψ(t) = 1 +
f(t)− t+ 1

n− t+ 1
ψ(t+ 1),∀t < f̄ , and ψ(f̄ + 1) = 1. (6)

1) In the first part of the proof, we prove that the round t continuation payoff of opportunistic

voters that are supposed to check validity is as in (1). To do so we proceed by backward induction.

First, we establish that (1) holds at round t= f̄ + 1. If round f̄ + 1 is reached, in equilibrium

it means that no valid block has been proposed so far. That is, all f̄ previous proposers were

adversary and that now there are only opportunistic proposers. So they do not check block validity

and send a message, which gives them payoff R− c, so that (1) holds at t= f̄ + 1.
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Now turn to round t < f̄ + 1. If round t < f̄ + 1 is reached, the previous t− 1 proposers were

adversaries. There remains n− (t−1) potential proposers. Denoting by f(t) the conditional expec-

tation of f̃ given that all participants with indexes i≤ t were adversaries, the probability that the

next proposer is adversary is
f(t)− (t− 1)

n− t+ 1
,

and, with the complementary probability,

n− f(t)

n− t+ 1

the next proposer is opportunistic.

We now prove that if (1) holds at round t+ 1≤ f̄ + 1, i.e.,

πcheck(t+ 1) =R− c−φ(t+ 1)C,

then (1) holds at round t. Suppose the opportunistic voter follows the equilibrium strategy of

checking and sending iff the block is valid. Its expected gain from round t on is

−C +
n− f(t)

n− t+ 1
(R− c) +

f(t)− (t− 1)

n− t+ 1
πcheck(t+ 1),

where the first term is the cost of checking the block at round t, the second term is the probability

that the block is valid and committed multiplied by the payoff in that case, and the third term is the

probability that the block is invalid and rejected multiplied by the payoff in that case. Substituting

the value of πcheck(t+ 1) from (1) evaluated at round t+ 1, the expected gain writes as

−C +
n− f(t)

n− t+ 1
(R− c) +

f(t)− (t− 1)

n− t+ 1
(R− c−φ(t+ 1)C).

That is

R− c−
(

1 +
f(t)− (t− 1)

n− t+ 1
φ(t+ 1)

)
C,

which, by (5), is R− c−φ(t)C. Consequently, (1) holds at round t.

2) In the second part of the proof, we prove that the round t continuation payoff of opportunistic

players that are not supposed to check validity is as in (2).

Again, we proceed by backward induction, proving that if (2) holds at round t + 1 ≤ f̄ + 1,

i.e., πsend(t+ 1) =R−ψ(t+ 1)c, then it holds at round t. Suppose the opportunistic voter follows

the equilibrium strategy of not checking blocks’ validity and always sending a message. On the

equilibrium path its expected gain from round t on is

−c+
n− f(t)

n− t+ 1
R+

f(t)− t+ 1

n− t+ 1
πsend(t+ 1),
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where the first term is the cost of sending a message at round t, the second term is the probability

that the block is valid and committed multiplied by the payoff in that case, and the third term is the

probability that the block is invalid and rejected multiplied by the payoff in that case. Substituting

the value of πsend(t+ 1) from (2) evaluated at t+ 1, the expected gain writes as

−c+
n− f(t)

n− t+ 1
R+

f(t)− t+ 1

n− t+ 1
(R−ψ(t+ 1)c).

That is

R−
(

1 +
f(t)− t+ 1

n− t+ 1
ψ(t+ 1)

)
c,

which, by (6), is R−ψ(t)c.

Q.E.D.

Proof of Proposition 5:

1) Our first step is to rule out possible deviations for adversaries. If an adversary deviated by

sending a valid block, the block would be immediately committed, which would not make the

adversary strictly better off. Moreover, since adversaries neglect the costs of checking validity

and sending messages, they weakly prefer to check validity and send messages for invalid blocks,

although, on the equilibrium path, these actions have no impact on the outcome.

2) The second step is to show that, when it is their turn to propose, opportunistic players prefer

to propose a valid block.

First, we note that opportunistic proposers prefer to propose a valid block rather than an invalid

one. If the opportunistic player proposes a valid block, it is committed and the proposer is rewarded,

while if the opportunistic player proposes an invalid block, it is rejected, and we move to the next

round, so the player gets less than its equilibrium gain.

Second, we study whether opportunistic proposers prefer to propose a valid block than to propose

no block. To do so, we proceed by backward induction.

Suppose we reach round f̄ + 1, which in equilibrium happens if f = f̄ and all the players with

the first f̄ indexes are adversaries. A this point all the remaining proposers are opportunistic. They

all anticipate that, if we reach round n, the proposer at that point will be an opportunistic agent

and will propose a valid block, giving them gain: R− c. If instead an opportunistic agent proposed

a valid block before round n, it would get R− c−C, which is lower. Thus, all agents with index

stricly lower than n prefer not to propose any block, and the protocol moves to round n, at which

a valid block is proposed and committed.

Now, suppose we reach round f̄ (which implies f ≥ f̄ − 1 and all the previous proposers are

adversaries). If the proposer is an adversary, it proposes an invalid block and we move to round

f̄ + 1. If instead the proposer is opportunistic, in equilibrium it proposes a valid block and gets

R− c−C.
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What would happen if the player deviated and did not generate a block? This is off the equilibrium

path. Assume the out of equilibrium belief of the other opportunistic players is that the deviator

was adversary, so that they believe all proposers will be opportunistic. From that point on, there are

two possible scenarios. Denote by p̄ the probability that the number of adversaries is f̄ , if the f̄ −1

first proposers were adversary. With probability 1− p̄, all n− f̄ −1 remaining proposers are indeed

opportunistic, in which case the deviator earns R− c (at round n). Alternatively, with probability

p̄, one of the remaining potential proposers is an adversary. When it is selected to propose a block,

the adversary proposes an invalid block. Suppose the other players interpret this as stemming from

an opportunistic agent. Then they vote for the block without checking its validity, and the deviator

gets R− c−κ. Hence, the expected gain of the agent who deviated at round f̄ is

R− c− p̄κ.

Consequently, the round f̄ opportunistic proposer is better off proposing a block than not proposing

if

R−C−c≥R− c− p̄κ.

That is

κ≥C/p̄,

as implied by condition (3).

Finally, consider the case in which we reach round t < f̄ , because all proposers before t were

adversaries. If the round t proposer is adversary, it proposes an invalid block, which is not com-

mitted and we move to the next round. If instead the proposer is opportunistic, in equilibrium it

proposes a valid block which is committed. This gives the proposer an equilibrium gain equal to

R−C − c.

If this agent deviated and did not propose any block, this would be an out of the equilibrium

action, interpreted by the others as meaning that the proposer was adversary. The players would

afterwards follow the same behaviour as on the equilibrium path in the case in which the round t

proposer had been adversary. What would be the expected gain of the deviator in that case? Note

that the index of the deviating agent is t≤ f̄ which is lower than n−ν+1+ f̄ . Hence, the expected

gain of the deviating agent would be πcheck(t+ 1). Hence, the opportunistic proposer with index t

prefers to propose a valid block at t than to propose no block if

πcheck(t+ 1) =R− c−φ(t+ 1)C ≤R−C − c.

That is C ≤ φ(t+ 1)C. That condition holds, since φ(t+ 1) is always larger than or equal to 1.
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3) The third step is to analyze the actions of opportunistic players with index i≤ n− ν + f̄ + 1

when they receive a block at round t < f̄ + 1. On the equilibrium path, these opportunistic players

check block validity. To prove equilibrium we must show they prefer to do so rather than deviating

once, by voting without checking, and then returning to their equilibrium strategy. When round

t is reached, players know that the t − 1 previous proposers where adversaries. So the average

fraction of adversaries, among the n− t+ 1 players who have not been proposers yet is f(t)−(t−1)
n−t+1

.

Denoting the highest index of all adversary players by iA = max{i : θi = θa}, if the next proposer is

an adversary, iA ≤ n− ν+ f̄ + 1 and f = f̄ , then an opportunistic player who is supposed to check

block validity is pivotal. Indeed, in that case the f̄ adversaries vote for the block, as well as the

n− (n− ν + f̄ + 2) + 1 = ν − f̄ − 1 opportunistic players who are not supposed to check validity.

So, if an opportunistic player who is supposed to check block validity deviates and votes without

checking, the total number of votes is f̄ + (ν − f̄ − 1) + 1 = ν so the block is committed. On the

other hand, if f < f̄ or iA >n− ν + f̄ + 1, then an opportunistic player who is supposed to check

block validity is not pivotal. Thus, the expected gain from the one-shot deviation “vote without

checking” at round t is (
1− f(t)− (t− 1)

n− t+ 1

)
(R− c)

+
f(t)− (t− 1)

n− t+ 1
Pr(f = f̄ |f ≥ t− 1)Pr(iA ≤ n− ν+ f̄ + 1|θt = θa, f = f̄) (R− c−κ)

+
f(t)− (t− 1)

n− t+ 1
(1−Pr(f = f̄ |f ≥ t− 1)Pr(iA ≤ n− ν+ f̄ + 1|θt = θa, f = f̄)) (π(t+ 1)− c) .

� The first term is the expected payoff of the deviating opportunistic player from the case in

which the current block is valid and therefore immediately committed.

� The second term is the expected payoff of the deviating player in the “worst case scenario” in

which he was pivotal and triggered to commit an invalid block.

� The third term corresponds to the case in which the deviating opportunistic player is not

pivotal, and the invalid block is not committed so that we move to the next round.

Substituting the value of πcheck(t+ 1) = R− c− φ(t+ 1)C, the expected continuation value of

the deviating player is (
1− f(t)− (t− 1)

n− t+ 1

)
(R− c)

+
f(t)− (t− 1)

n− t+ 1
Pr(f = f̄ |f ≥ t− 1)Pr(iA ≤ n− ν+ f̄ + 1|θt = θa, f = f̄) (R− c−κ)

+
f(t)− (t− 1)

n− t+ 1
(1−Pr(f = f̄ |f ≥ t− 1)Pr(iA ≤ n− ν+ f̄ + 1|θt = θa, f = f̄)) (R− c−φ(t+ 1)C − c) .
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This simplifies to

R− c− f(t)− (t− 1)

n− t+ 1
Pr(f = f̄ |f ≥ t− 1)Pr(iA ≤ n− ν+ f̄ + 1|θt = θa, f = f̄)κ

−f(t)− (t− 1)

n− t+ 1
(1−Pr(f = f̄ |f ≥ t− 1)Pr(iA ≤ n− ν+ f̄ + 1|θt = θa, f = f̄)) (φ(t+ 1)C + c) .

The equilibrium condition is that this deviation payoff must be lower than the equilibrium contin-

uation payoff of the player

R− c−φ(t)C.

That is

R− c− f(t)− (t− 1)

n− t+ 1
Pr(f = f̄ |f ≥ t− 1)Pr(iA ≤ n− ν+ f̄ + 1|θt = θa, f = f̄)κ

−f(t)− (t− 1)

n− t+ 1
(1−Pr(f = f̄ |f ≥ t− 1)Pr(iA ≤ n− ν+ f̄ + 1|θt = θa, f = f̄)) (φ(t+ 1)C + c)

≤R− c−φ(t)C.

That is

f(t)− (t− 1)

n− t+ 1
Pr(f = f̄ |f ≥ t− 1)Pr(iA ≤ n− ν+ f̄ + 1|θt = θa, f = f̄)κ≥ φ(t)C

−f(t)− (t− 1)

n− t+ 1
(1−Pr(f = f̄ |f ≥ t− 1)Pr(iA ≤ n− ν+ f̄ + 1|θt = θa, f = f̄)) (φ(t+ 1)C + c) .

Or

(f(t)− (t− 1))Pr(f = f̄ |f ≥ t− 1)Pr(iA ≤ n− ν+ f̄ + 1|θt = θa, f = f̄)κ≥ (n− t+ 1)φ(t)C

−(f(t)− (t− 1))(1−Pr(f = f̄ |f ≥ t− 1)Pr(iA ≤ n− ν+ f̄ + 1|θt = θa, f = f̄)) (φ(t+ 1)C + c) .

κ≥
(n− t+ 1)φ(t)− (f(t)− (t− 1))(1−Pr(f = f̄ |f ≥ t− 1)Pr(iA ≤ n− ν+ f̄ + 1|θt = θa, f = f̄))φ(t+ 1)

(f(t)− (t− 1))Pr(f = f̄ |f ≥ t− 1)Pr(iA ≤ n− ν+ f̄ + 1|θt = θa, f = f̄)
C

− (1−Pr(f = f̄ |f ≥ t− 1)Pr(iA ≤ n− ν+ f̄ + 1|θt = θa, f = f̄))

Pr(f = f̄ |f ≥ t− 1)Pr(iA ≤ n− ν+ f̄ + 1|θt = θa, f = f̄).
c.

Denoting

α(t) =
(n− t+ 1)φ(t)− (f(t)− (t− 1))(1−Pr(f = f̄ |f ≥ t− 1)Pr(iA ≤ n− ν+ f̄ + 1|θt = θa, f = f̄))φ(t+ 1)

(f(t)− (t− 1))Pr(f = f̄ |f ≥ t− 1)Pr(iA ≤ n− ν+ f̄ + 1|θt = θa, f = f̄)

β(t) =
(1−Pr(f = f̄ |f ≥ t− 1)Pr(iA ≤ n− ν+ f̄ + 1|θt = θa, f = f̄))

Pr(f = f̄ |f ≥ t− 1)Pr(iA ≤ n− ν+ f̄ + 1|θt = θa, f = f̄)
,

the condition is

κ>α(t)C −β(t)c,



Y. Amoussou-Guenou, B. Biais, M. Potop-Butucaru, S. Tucci-Piergiovanni
Committee-based Blockchains as Games Between Opportunistic players and Adversaries 29

as stated in the proposition.17

The other possible deviations for the opportunistic player supposed to check block’s validity are

easier to rule out:

First, the player could do nothing (neither check nor send). In this case, the player would expect

to get
f(t)− (t− 1)

n− t+ 1
πcheck(t+ 1),

while the equilibrium expected gain is

n− f(t)

n− (t− 1)
(R−C − c) +

f(t)− (t− 1)

n− (t− 1)
(πcheck(t+ 1)−C).

The latter is larger than the former if

n− f(t)

n− (t− 1)
(R− c)≥C,

which is condition (4).

Second, the player could check the block validity, and then send a message irrespective of whether

the block is valid or not. This would generate a lower payoff than the main deviation, shown above

to be dominated.

Third, the player could check validity but then send no message. When the current proposer

is an adversary, this one-shot deviation yields the same payoff as the equilibrium strategy. When

the current proposer is opportunistic, this deviation yields a payoff of −C, which is lower than the

equilibrium payoff R− c−C.

Fourth, the player could check the block’s validity and send a message only if the block is invalid,

which is trivially dominated.

4) The last step is to analyze the actions of the opportunistic players with index i ∈ {n− ν +

f̄ + 2, ...n} when they receive blocks at round t < f̄ + 1. In equilibrium, these opportunistic players

send messages without checking blocks’ validity. To finalize the proof we need to show they prefer

to follow this equilibrium strategy rather than deviating.

First, consider the possibility to abstain from sending a message. This economizes the costs c,

but, in case the block is valid and committed, this implies the agent loses the reward R. So, the

deviation is dominated if
n− f(t)

n− (t− 1)
R≥ c,

which holds under condition (4).

17 α(t) and β(t) are complicated functions, for which closed form solutions are not readily available, but they depend
only on exogenous parameters and are themselves exogenous objects.
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Second, consider the possibility of checking validity and sending a message only for valid blocks.

This deviation would imply the agent would have to incur the cost of checking (C), but it would

economize the cost of sending a message when the block is invalid. So the deviation is dominated

if

C ≥ f(t)− t+ 1

n− t+ 1
c,

which holds, since by assumption C ≥ c.

Other deviations, such as checking validity but never sending messages, or checking validity and

always sending messages, or checking validity and sending only if the block is invalid, are trivially

dominated.

Q.E.D.
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